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The following information has been taken from the newly released 2011 edition
of “The Boundaries of Security”, a guide to the intrusion detection industry.
Published by Future Fibre Technologies, the report provides security consultants,
managers and specialists with clear explanations and up-to-date general
background on commonly available perimeter intrusion sensing technologies, as
well as valuable research information and data on the global perimeter security
market, and market drivers. In addition, it details the emerging intrusion
detection technologies, market trends and developments in the intrusion
detection industry. The “Boundaries of Security” is available free to qualified

individuals from www.fftsecurity.com

A New Political Environment

Changing political environments and the nature
of perceived security threats, new govemnment
legislation and rising costs of insurance are all
playing a part in shaping the size and defining
the segmentation within the perimeter intrusion
detection market,
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Global, social and political instability along
with the ongoing threat of terrorism are in-
creasing the need to both fund and enforce
regulation and legislation regarding perimeter
security at critical national infrastructure sites,
Chemical, petrochemical and liquefied natural
gas (LNG) facilities are now being identified

as critical national infrastructure and subject

to legislation and regulation in many countries
and perimeter security is a key compo-
nent of ensuring the security of these
sites.

Critical National Infrastructure sites
will also include nuclear power stations,
water reservoirs, data centres, transpor-
tation hubs etc. An increase in organised
protest movements (environmental, climate,
economic and the like) is also heightening
the need for advanced perimeter security at
installations such as coal fired power stations,
airports, military and nuclear facilities.

Growth Predicted for the Market

All of these factors are leading to an increase
in the size of the intrusion detection market.
This increase is supported by recently released
research from IMS Research, which reveals the
world market for perimeter security sensors is

expected to grow at a steady rate until at least
2014 with a compound-average annual growth
rate (CAGR) in the range of 6 %.

Fuelled by this growth, the technology incor-
porated into global perimeter intrusion detection
equipment continues to evolve and security pro-
fessionals are faced with the ongoing challenge
of keeping up with these latest developments.
Historically, the most commonly used intrusion
detection technologies include fence mounted
sensors, buried sensors, open area sensors and
video sensors. New systems use innovative, ad-
vanced equipment, and new technologies are
being developed and introduced into the mar-
ketplace regularly. Some examples of these in-
clude Ground Based Radar, and the new genera-
tions of fibre optic sensors.

New Technologies

Today, there is a diverse range of sensing tech-
nologies available for perimeter security, varying
greatly in their effectiveness, affordability and
accuracy. Each has unigue capabilities and limi-
tations and it's important for security profession-
als to understand the subtle differences so they
can make informed choices about what system
will best suit their individual requirements,

As has long been the case, technigues em-
ployed to control nuisance alarms are a major
focus of the current crop of intrusion detection
systems. In the past, this typically required reduc-
ing the sensitivity of the entire detection system
during times of high environmental noise. For ex-
ample, anemometers or wind speed measuring
devices were used to 'automatically’ increase
the alarm threshold in times of high winds. Un-
fortunately, these measures also reduced the
sensitivity of the systems to real intrusions.

Currently, advanced techniques such as ar-
tificial intelligence (Al), neural networks and
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advanced multi-parameter signal processing,
are being incorporated into intrusion detection
systems to dramatically improve the recognition
of real intrusion events against background ac-
tivity.

Regardless of the intrusion detection system
selected, the need for adequate wamning and a
response mechanism to an unwanted intrusion
remains essential. The basic premise of effective
perimeter security remains deterrence, detec-
tion, assessment and delaying of an intruder
for a response to be initiated. Every perimeter
security application is unigque and dependent on
variables such as the type of facility to be pro-
tected, operating environment, perimeter fence
construction, intrusion and security history, and
perception of threats.

A Key Factor: The Environment
One often-overlooked aspect in the design or
security systems is the environment. The unique
environmental factors for a site that may need
to be considered include climate (such as wind,
rain, and salt air), animal activity, man-made
environmental factors such as human activity
patterns, electrical fields, radio or radar trans-
missions, and nearby vehicle, truck, rail or air
movement. Failure to consider all these factors
can result in excessive nuisance alarms.

If your installation is in a coastal or other cor-
rosive environment, as many seaports, refineries
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and airports are, then the type of perimeter in-
trusion sensor you select needs to take this into
account. For example, copper sensors or com-
munications cables will rot out quickly in salt air
and so should be avoided, and any electronics or
controllers installed in the field should be com-
pletely sealed to prevent corrosion and subse-
quent reliability issues. Anything metallic, such
as camera housings, electronic enclosures and
junction boxes, should be avoided altogether or
be constructed of UV stabilised plastic or marine
grade stainless steel instead.

The protection of these individual facilities
needs to be tailored to suit the unigue require-
ments of the site. Site layouts, sensitive areas,
facility buildings, the surrounding environment,
activity in and surrounding the site, local weath-
er conditions and topography are all factors to
be considered when planning a perimeter intru-
sion detection system. These influence the de-
tection technologies selected and subsequent
overall system performance. Often the final in-
trusion detection solution will consist of several
different but complementary technologies to
form 'layers of protection’.

What makes up these layers is going to be
highly dependent on the customer expectation,
the perceived threats and the potential intrud-
ers. Operators must adopt a holistic approach
to site security, so that each of the elements of

and work together in unison to provide a strong
security regime which protects against both
known and perceived threats,

These layers may include a fence, a fence-
mounted intruder detection system, some open
area or volumetric sensors, same CCTVs, and of
course, security staff and appropriate procedures
or (Rapid Incident Management System or RIMS)
to respond to a situation in a timely manner,

No System Is Perfect but You Can Get
Close to 100 %

Today, barrier, surveillance or alarm systems can
never guarantee 100 % security. Outdoor perim-
eter intrusion detection systems are expected
cope with animals, changing environmental con-
ditions such as being coastal or subject to winds,
or alongside a motorway or railway line, and
often difficult weather conditions such as light-
ning, temperature extremes, snow and ice yet
not generate any spurious or nuisance alarms.
While no PIDS system is perfect, the newer gen-
eration systems and technologies are gradually
getting closer.
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