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NETWORK SECURITY MONITORING

FFT Secure Link detects and locates unauthorised interference
and illegal tapping of your sensitive or secure fibre optic
networks, in real-time, before data loss or damage can occur.

Your existing fibre optic communications cables can self-monitor
for intrusion and third party interference by connecting spare (dark)
fibres inside each network cable to FFT Secure Link.

Network cable disturbances, including removal of protective layers,
attempted tapping or cable movement, will be detected by FFT
Secure Link and generate alarms.

Disturbance location can be pinpointed to within 25 metres (80 feet)
regardless of the size of the cable network.

FFT's industry leading advanced signal processing minimises
nuisance alarms, without compromising the sensitivity of the
system to unauthorised interference.

HOW IT WORKS

FFT Secure Link works by transmitting a laser beam along the sensing
fibres and analysing return signals to detect and locate interference

or intrusion disturbances. The region of active detection is defined by
start and end elements connected to the sensing fibres.

False alarms due to disturbances along the lead-in cable between
the FFT Secure Link controller and the start element are avoided by
making this section of cable insensitive to vibration.

At the heart of the system is the intelligence built into the FFT Secure
Link controller. In parallel with detection, advanced signal processing

techniques are used to identify and eliminate environmental nuisance
alarms such as building noise, vehicle traffic and weather effects.

KEY BENEFITS

No impact on data throughput—unlike encryption.

Does not process or ‘see’ the data being transmitted, and cannot
be used as a ‘trojan’ to redirect confidential data.

24/7 monitoring of illegal data tapping, unauthorised access,
or physical tampering enables security personnel to quickly
respond so that data loss or network downtime is minimised.

A cost-effective solution as only one controller is required for
point to point up to 40km (25 miles) long. For ring networks, up
to 80km (50 miles) can be protected. Subject to approval, FFT
Secure Link can be used on your existing network infrastructure
and cable.

FFT Secure Link is easy to install and cost effective to maintain.
FFT Secure Link delivers the highest levels of detection as well

as an extremely low Nuisance Alarm Rate due to the intelligent
event discrimination and analysis utilised.



KEY FEATURES

+  Provides valuable real-time early warning of unauthorised access
A single system protects up to 40km or 25 miles of network pathway
Locate interference and intrusions to within 25 metres (80 feet) or better
No impact on data throughput
Two year warranty

SPECIFICATIONS

. ....;.... . For more information about our products, visit: www.fftsecurity.com
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